September 28, 2017

Mr. Daniel Wichmer

Executive Director

Legal Services of Southern Missouri
809 North Campbell Avenue
Springfield, MO 65802

Dear Mr. Wichmer:

Enclosed is the Office of Inspector General's (OIG) final report for our audit on Selected
Internal Controls at Legal Services of Southern Missouri. Your comments are included
in the final report as Appendix !l

The OIG considers the proposed actions to all the recommendations as responsive. The
actions planned by grantee management to address the issues and revise and update its
Accounting/Finance Policies and Procedures Manual should correct the issues identified
in the report.

However, Recommendations 1, 3, 5, 7, 8, 10, 14, 15, and 16 will remain open until the
grantee’s Accounting Manual has been updated. Recommendations 2, 4, 6, 9, 11, 12,
and 13 are considered closed.

Please provide us with the revised Accounting Manual within six months of the date of
this report.
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INTRODUCTION

The Legal Services Corporation (LSC) Office of Inspector General (OlG) assessed the
adequacy of selected internal controls in place at Legal Services of Southern Missouri
(LSSM or grantee) related to specific grantee operations and oversight. Audit work was
conducted at the grantee’s administrative office in Springfield, MO and at LSC
headquarters in Washington, DC.

In accordance with the Accounting Guide for LSC Recipients (2010 Edition} (Accounting
Guide), Chapter 3, an LSC grantee “...is required to establish and maintain adequate

accounting records and internal control procedures.” The Accounting Guide defines
internal control as follows:

[Tlhe process put in place, managed and maintained by the
recipient’s board of directors and management, which is designed to
provide reasonable assurance of achieving the following objectives;

1. safeguarding of assets against unauthorized use or disposition;
2. reliability of financial information and reporting; and

3. compliance with regulations and laws that have a direct and
material effect on the program.

Chapter 3 of the Accounting Guide further provides that each grantee “must rely... upon
its own system of internal accounting controls and procedures to address these concerns”
such as preventing defalcations and meeting the complete financial information needs of
its management.

BACKGROUND

Legal Services of Southern Missouri (LSSM) is one of four legal services organizations in
Missouri funded primarily by the Legal Services Corporation (LSC). LSSM is a not-for-
profit organization serving the low income and elderly in 43 counties across Southern
Missouri. LSSM core legal services provided to the low income and elderly are
domestic/sexual violence, family, consumer, housing, public benefits and elder law.

LSSM receives financial assistance from various sources including LSC, the State of
Missouri, Missouri Lawyer Trust Account Foundation, and local area agencies on aging.

Per the audited financial statements for December 31, 2016, LSC provided 41 percent of
the grantee’s funding, amounting to $1,854,941. The other major funding source is the
State of Missouri.



OBJECTIVE

The overall objective was to assess the adeguacy of selected intemal controls in place at
the grantee as the controls related to specific grantee operations and oversight, including
program expenditures and fiscal accountability. The audit evaluated select financial and
administrative areas and tested the related controls to ensure that costs were adequately
supported and allowed under the LSC Act and LSC reguiations.

AUDIT FINDINGS

To accomplish the audit objective, the OIG reviewed and tested internal controis reiated
to disbursements, contracting, fixed assets, credit cards, cost aliocation, derivative
income, internal reporting and budgeting, general ledger and financial controls, employee
benefits, and payroll. While some of the controls were adequately designed and properly
impiemented as they relate to specific grantee operations and oversight, we found that
controls in the areas detailed below need to be strengthened and/or formalized in writing.

COST ALLOCATION

LSSM's written policies and procedures for cost allocation adhere to LSC's Fundamental
Criteria of an Accounting and Financial Reporting System (Fundamental Criteria)
contained in the LSC Accounting Guide. However, based on interviews of grantee staff
and test work performed by the OIG, allocations were not always done in accordance with
the grantee's policies and procedures.

Practices Not in Accordance with Policy

In practice, the grantee allocates direct costs based on hours reported in the KEMPS
timekeeping system by function monthly instead of annually. In addition, the grantee also
allocates costs outside of the KEMPS timekeeping system. We found that these
allocations may not be completely accurate depending on the timing of KEMPS
timekeeping report production. We examined three months of allocation noting for two of
the three months a portion of the time allocation was not prepared based on the KEMP
reports but based on separate time reports.

Per the LSSM Accounting Manual, the methodology for cost allocation stipulates that
costs specific to a program or grant will be charged directly to that program or grant, and
all cost allocations will be made during the annual budget process based on available
funding for the upcoming program year.

The LSC Accounting Guide Section 3-5.9 stipulates that common expenses shall be
allocated to funding sources on the basis agreed to by the applicable funding
organizations, and in the absence of approved methods the allocation should be fair,
consistent, and in an adequate manner to the individual cost centers, and funds. Further,
the allocation formula should be adequately documented in writing with sufficient detail
for the auditor, LSC, OIG, GAO and others, to easily understand, follow, and test the
formula.,

Without a consistent systematic basis for allocating costs, there is no assurance that LSC
and other funding sources will receive their fair and squitable share of the costs.



Recommendation 1:

The Executive Director should ensure the practices used to allocate costs to funding
sources are consistently applied and follow LSSM's documented written policies.

CONTRACTING

LSSM's written policies and procedures for contracting adhere to LSC's Fundamental
Criteria. Several staff members were interviewed by OIG staff to obtain an understanding
of the current contracting processes. We leamed of some of the contracts in place and
currently being bid on, the processes being foilowed for those bids, etc. Based on the
interviews held, we conclude LSSM staff currently follows the documented policies and
procedures.

Nevertheless, the OIG reviewed 12 existing vendor files and tested them for adherence
to the Fundamental Criteria. Of these 12 vendor files reviewed, we noted inadequate
contracting documentation as follows:

¢ For two of the twelve vendor files selected, one for language translation and one
for consulting services, management was unable to locate a documented
contractual agreement. Per grantee management, one vendor has been used for
quite some time and the other vendor was approved by the Board of Directors but
grantee management did not obtain a contract.

¢ One vendor contract did not have the contractual period included in the contract.
This vendor was adopted by LSSM during the merger of the Missouri offices.

¢ For two of the twelve vendor files, LSSM management was not able to determine
how the vendor was contracted. For three of the remaining ten vendors, LSSM
was unable to provide supporting d¢ mentation of the contracting process.
Grantee management explained that they have no record of vendor selections as
several of the companies are oid or roiied over with the merger of the Missouri
offices.

¢ Four vendors had several invoices paid that did not agree with the price stated in
the contract agreement. Per grantee management and/or review of contracts it
was found that in some cases the contract terms were vague, the original contract
was not in the file, or the vendor inadvertently overcharged LSSM and will provide
a credit.

Many of these issues detailed above occurred prior to the tenure of the current Executive
Director. While the team was on site, grantee management worked to update and/or
investigate cost issues associated with any of these contracts. The Director of
Development noted that the grantee will work on training staff in the future.

The LSC Accounting Guide, Section 3-5.16 stipulates that all documentation supporting
competition and the process used for each contract action should be maintained in a
central file. Any deviation from the approved contracting process should be fully
documented, approved and maintained in a contract file. In addition, the statement of
work should be sufficiently detailed so that contract deliverables can be identified and
monitored to ensure that they are complete. Documents to support competition should
be retained and kept with coniract files.



Without a formal contract, the statement of work and other contract terms cannot be
adequately communicated, monitored and enforced which may hinder management'’s
ability to prevent or detect the risk of fraud, waste or abuse. Also, since not all contracts
are the same, for large contracts, competition helps ensure the best value for the grantee
and proper documentation helps ensure that an approved contract has followed all
established procedures.

Recommendation 2: The Executive Director should ensure that contracts for services
are writlen, signed and maintained for all business arrangements, especially those
recurring in nature. The contracts should fully document the agreed upon termns, selling
price, and payment terms and should be reviewed periodically to ensure that written terms
are defined and current.

DISBURSEMENTS

LSSM'’s written policies and procedures for disbursements are comparable to LSC's
Fundamental Criteria. The OIG reviewed and tested 103 disbursements comprised of 74
vendors and 128 individual transactions totaling $201,804. Transactions included large
amounts, unfamiliar vendors, employee reimbursements, credit cards, bank payments,
dues and memberships, conferences and training, contract services, and office supplies.
In performing our test work, we found some inadequate practices, approvals and
documentation as follows:

Segregation of Duties

The Director of Finance and the Office Administrator has full access to the master vendor
list. Both can add new, edit and delete vendors. However, the Office Administrator is
also responsible for accounts payable duties that include initiating and processing
payments. The Director of Finance explained that it is difficult to have complete
segregation of duties when only two people are responsible for the entire Accounting
department.

The LSC Accounting Guide Section 3-4.3 stipulates that accounting duties should be
segregated to ensure that no individual simultaneously has both physical control and
record keeping for any asset, including but not limited to, cash, client deposits, supplies,
and property. Duties must be segregated so that no individual can initiate, execute, and
record a transaction without a second independent individual being involved in the
process.

Without adequate segregation of duties between the accounts payable function and the
maintenance of the master vendor list, the grantee may not be able to detect unauthorized
changes to vendor information which may further lead to fraud, waste or abuse of the
grantee’s resources.

Inadequate Approval

Of the 128 individual transactions reviewed, 33 transactions totaling $40,833 were
missing appropriate approvals. None of the transactions were allocated to LSC funding.

» 23 transactions pertaining to training, meetings, conferences, maintenance, office
supplies and flowers did not include required check request forms. Therefore, the
approvals were not documented.



» Ten transactions of the Executive Director's reimbursement requests had no
documented Board of Director oversight.

The Director of Finance explained the lack of approvals was due to a management
oversight.

LSSM's Accounting Manual stipulates that a request for disbursement form should be
completed on all disbursements other than recurring office bills, such as books and
supplies. Also, the LSC Accounting Guide Section 3-5.4 stipulates that approval should
be required at an appropriate level of management before a commitment of resources is
made.

LSSM should adhere to its expenditures policies for purchases included within the LSSM
Accounting Manual. Failure to follow the purchase approval process may result in
purchases made without the knowledge of appropriate management or at unacceptable
prices or terms.

Recommendations: The Executive Director should:

Recommendation 3: ensure the duties of maintaining the master vendor file and
accounts payable are segregated by having other authorized personnel review the master
vendor list and all related edits and changes to the list on a periodic basis.

Recommendation 4: enforce the grantee's policies and procedures in ensuring that all
non-recurring disbursements have an aoproved check request form attached, approvals
are made at an appropriate level of management before a commitment of resources is
made and there is Board oversight for the Executive Director's expenses.

CREDIT CARDS

LSSM's written policies and procedures over credit cards do not fully adhere to LSC's
Fundamental Criteria. The OIG tested 10 credit card statements from three credit
accounts totaling $12,446. Review and testing of the grantee’s practices over credit cards
revealed additional controis that need strengthening.

Inadequate Policy

OIG review of LSSM's written policies and procedures for credit cards determined that
their policies do not fully adhere to LSC’s Fundamental Criteria. The grantee did not
address the foilowing:

e Whether cash advances or ATM withdrawals are allowed.

¢ Procedures that specify the maximum amount of total expenditures that would
require prior approval from a supervisor.

e Procedures with a specific deadline on how soon receipts need to be turned in.

s Procedures to ensure that credit cards are suspended for terminated employees
or employees transferred to positions incompatible with the use of credit cards.

» Procedures for Board of Director oversight of the Executive Director's credit card
transactions.
Prior approval procedures for travel related transactions.

« An acknowledgement form containing credit card policies for employees issued a
credit card.



in discussions with the Director of Finance, we found that the grantee has practices in
place for most of the processes detailed above except for procedures that specify the
maximum expenditure amount that would require prior approval from a supervisor; prior
approval procedures for travel related transactions; and a acknowledgement form
containing credit card poiicies for employees issued a credit card. The Director of Finance
explained that these practices were not included in the written policies and procedures
due to an oversight.

The LSC Accounting Guide Section 3-4 stipulates that each grantee must develop a
written accounting manual that describes the specific procedures to be followed by the
grantee in complying with the Fundamental Criteria.

Without an adequate policy, the credit cards may be subject to unauthorized transactions
involving fraud and abuse.

No Prior Approval

The grantee has a Visa credit card with a limit of $33,000, used primarily for travel related
purchases issued to the Executive Director, Deputy Director and the Director of
Development. Our review of the credit card transactions found 10 travel related charges
by staff including the Executive Director, amounting to $6,195, with no prior approval.

The Executive Director explained having no documented prior approval was due to an
oversight and agreed to have a Board member approve his travel related purchases.

The LSC Accounting Guide Section 3-4.5 stipulates that approval should be required at
an appropriate level of management before a commitment of resources is made.

Without a documented prior approval process in place, purcha:  may ! made at
unacceptable prices or terms and could subject management to higher than anticipated
costs.

Not in Accordance with Policies and Procedures

In addition to the Visa credit card, the grantee also has a Walmart credit card with a limit
of $2,000 and a business credit card with Staples that has no limit. The cards are issued
to Office Administrators for small IT equipment purchases and office supplies.

Our review of the credit and business account transactions found two transactions from
Walmart and 10 transactions from Staples with no purchase request as required by the
grantee’s policy. The Office Administrator had an understanding that a purchase order is
only required for smalil, single IT equipment purchases in excess of $300.

The LSSM's Operations Manual stipulates that all supplies or equipment ordered with
either a single or cumulative cost of $300 requires a purchase order.

The use of credit cards may be subject to unauthorized transactions or fraud and abuse
if policies and procedures are not followed.

Recommendations: The Executive Director should:
Recommendation 5: enhance written policies and procedure o include the following:
« whether cash advances or ATM withdrawals are allowed;
+ the maximum amount of expenditures that require prior approval from a supervisor,
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a specific deadline for submission of receipts;
suspension of credit cards for temminated employees or employees transferred to
positions incompatible with the use of credit cards;
prior approval procedures for travel related transactions;
an acknowledgement form containing credit card policies for employees issued a
credit card or authorized to use a credit card; and

o the current practices in place wherein the Board of Directors ensures oversight
over the Executive Director's credit card transactions through the posting of the
statements in the grantee’s internal web portai.

Recommendation 6: ensure that purchase orders are used per LSSM's Operations
Manual for single andfor cumulative purchases of office supplies in excess of $300.

Recommendation 7: implement a preapproval process for travel related credit card
purchases.

PAYROLL

LSSM's written policies and procedures for payroll are comparable to LSC's Fundamental
Criteria. However, the OIG reviewed the grantee’s payroll processes in place and found
some inadequate internal control practices.

Segregation of Duties

In discussions with the Director of Finance, we found that since the Director of
Administration retired in January 2017 there has been no segregation of duties over
payroll and human resource administration. The Director of Finance, whose duties
include payroll processing, is also responsible for | man resource administration. In
addition, the Director of Finance has full administrative rights to the payroll system which
provides her the ability to make changes to her own pay rate or add and delete
employees. The Director of Finance and Executive Director explained that they are aware
of the segregation of duties issue and have already taken steps to outsource the payroli
process.

The LSC Accounting Guide Section 3-4 stipulates that accounting duties should be
segregated to ensure that no individual simultaneously has both physical control and
record keeping responsibility for any asset, including, but not limited to, cash, client
deposits and supplies and property. Duties must be segregated so that no individual can
initiate, execute, and record a transaction without a second independent individual being
involved in the process.

Without management oversight, unauthorized adjustments to payroll may be processed
to increase or decrease amounts paid to employees or add ghost employees.

Pay Rate Approvals

The OIG reviewed the grantee’s process of authorization and justification for adjustments
to pay rates. There was one pay rate increase, made to the Director of Development,
during the period of review that did not have documented Executive Director approval as
per the grantee's policy. The Director of Finance explained she only has documentation
of the request o adjust the pay rate from the Executive Director's assistant along with the



approval from the Board of Directors in the meeting minutes. This event occurred prior to
the current Executive Director.

The LSSM's Personnel Manual, Section 4.3 stipulates that any changes of personnel or
payroll information, including pay rate, must be approved by the Executive Director. The
LSC Accounting Guide Section 3.5.5 stipulates that salary ¢ d wage rates should be
approved in writing by an authorized individual. Procedures must be adequate to provide
that employees are paid in accordance with approved wage and salary plans.

Without documented approval of pay increases, salary chan e may not be properly
authorized and justified. Properly documenting approval of pay increases ensures that
proper authonzations exist for the pay rate increase.

Recommendations: The Executive Director should ensure that:

Recommendation 8: management reviews and approves payroll changes, especially in
cases where full segregation of duties is impracticable.

Recommendation 9: LSSM is following its policy over approval of pay increases and the
approvals are documented.

EMPLOYEE BENEFITS

LSSM's written policies and procedures for employee benefits need to be updated to
include all benefits offered to employees. The grantee’'s Personnel Policies Manual did
not include the cell phone reimbursement benefit. The grantee’s practices and controls in
place over the cell phone reimbursement benefit were not included in the grantee's

Accounting or Operations Manuals.

The grantee offers a cell phone reimbursement to attorneys and paralegals in the amount
of $40 per month. Employees requesting the reimbursement must complete a
reimbursement request form to be approved by their supervisors. The Executive Director
stated the cell phone benefit was initiated by the former Executive Director and failed to
include it in the Personnel Policies Manuai due to an oversight. He aiso added that the
grantee is in the process of eliminating the cell phone benefit. The proposal will be
presented at the next Board of Director's meeting and the benefit will most likely be
eliminated by January 2018.

The LSC Accounting Guide Section 3-4 stipulates that each grantee must develop a
written accounting manual that describes the specific procedures to be followed by the
grantee in complying with the Fundamental Criteria.

Whitten policies and procedures serve as a method to document the design of controls
and adequately communicate them to the staff. Without detailed written procedures over
employee benefits, there could be a lack of transparency and consistency in the
distribution of the benefits.

Recommendation 10: The Executive Director should ensure that all current benefits,
such as the cell phone reimbursement offered to employees, are included in the grantee's
written policy.



DERIVATIVE INCOME

LSSM’s written policies and procedures for derivative income are adequate. However, in
regar [0 allocating derivative income, the policy is not practiced. For instance, the
grantee received $18,097 in rental income and $3,952 in interest income. The rental
income was fully allocated to LSC, but was not based on the ratio of LSC grants to the
total grant revenue for the period under audit. A portion of the interest income in the
amount of $1,326 was properly allocated to fundraising, the other portion was allocated
to LSC. Per LSSM Director of Finance, interest income from investment and checking
has gone to LSC for years. For rental income, she is unsure who funded the Charleston
office purchase as the building was acquired through the Missouri offices merger.

45 CFR §1630.12(a) states that derivative income resulting from an activity supported in
whole or in part with funds provided by LSC shall be allocated to the fund in which the
grantee’s LSC grant is recorded in the same proportion that the amount of LSC funds
expended bears to the total amount expended by the grantee to support the activity

Failure to have an adequate allocation methodology for interest and rental income may
result in an unfair allocation of interest and rental income back to the appropriate funding
sources.

Recommendation 11: The Executive Director should ensure interest and rental income
are allocated among funding sources in accordance with the respective grant conditions
and the requirements specified in 45 CFR § 1630.12 and the grantee’s written policy.

FIXED ASSETS
Wriften Policies

OIG’s review of LSSM's written policies and procedures for fixed assets determined that
they need to be updated to include all elements required by LSC’s Fundamental Criteria.
The following elements for the property record were not included in the grantee’s
Accounting Manual:

date acquired;

check number;

salvage value;

identification number;

fair value (if donated); and
method of valuation (if donated).

The Director of Finance stated she was not aware that the Accounting Manual required
this level of detail.

The LSC Accounting Guide Section 3-4.5 stipulates that each grantee must develop a
written accounting manual that describes the specific procedures to be followed by the
grantee in complying with the Fundamentai Criteria. Also, the LSC Accounting Guide
Section 3-5.4 stipulates that property purchases should be recorded in a property
subsidiary record. The property record should include:

¢ description of the property
¢ date acquired



check number

original cost

fair value (if donated)

method of valuation (if donated)
salvage value, if any

funding source

estimated life

depreciation method
identification number

location

Without detailed written policies and procedures, there could be a lack of transparency
and consistency in the application of proper accounting for fixed assets, especially in
cases of staff turnover. Furthermore, the grantee may incur losses due to misplaced or
improper disposal of property.

Inventory Listing Inadeguate

Based on the test work performed, LSC OIG determined that the internal controls over
the fixed assets records and the electronic tracking listing were not adequate in tracking
assets, furniture, equipment, and electronic devices. The OIG reviewed the grantee's
fixed assets records and electronic tracking listing noting the records were not adequate
as follows: |

o The fixed asset record is missing elements required by the LSC Fundamental
Criteria such as, check number, salvage value, fair value (if donated), method of
valuation (if donated), depreciation method, and funding source.

+ Both the fixed assets record and electronic tracking listing lacked some details
inciuding the user of the items and modeifserial numbers

Because of inadequate recordkeeping detailed above, we discovered the following:

e Three assets were not found while the OIG Auditors were on-site. The assets in
question were stated to have been transferred to a different office. Evidence of two
of these assets was produced verifying their location at those offices.

» Two assets were found in one LSSM office but listed in another office’s fixed asset
listing.

s Three tagged assets were not included on the fixed asset listing.

The Director of Finance and the Data Manager both agreed that the listings need more
detailed information to adequately track assets. The Data Manager stated it was an
oversight as to why not all the fields in the Electronic Tracking Listing were not completed.

The LSC Accounting Guide Section 2-2.4, stipulates the grantee should be mindful of
items that may contain sensitive information (for example, a computer with client
confidential information) valued less than $5,000 and the need to inventory these items
and dispose of them appropriately. For property control purposes, a physical inventory
should be taken and the results reconciled with the property records at least once every
two (2) years. Any differences between quantities determined by the physical inspection
and those shown in the accounting records shall be investigated to determine the causes
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of the différence, and the accounting records should be reconciled to the results of the
physical inventory with an appropriate note included in the financial statements, if
determined to be material by the grantee’'s auditor.

An inadequate inventory listing could result in difficulty tracking items with no serial
numbers or user identifications, accounting for items due to incc ect user/tag number in
the listing and items being lost or sfolen. Without an adequate and complete tracking
system for all electronic items, there is no assurance that the grantee is properly
safeguarding equipment and the information contained therein.

Recommendations: The Executive Director should:

Recommendation 12: ensure that a complete physical inventory is conducted in all
locations. The results of the inventory should be reconciled with the property records. Any
differences between quantities determined by the physical inspection and those shown in
the accounting records shall be investigated to determine the causes of the difference,
and the accounting records should be reconciled to the results of the physical inventory.

Recommendation 13: ensure that all fields of the fixed assets records and electronic
tracking listing are complete and accurate.

GENERAL LEDGER AND FINANCIAL CONTROLS

LSSM’s written policies and procedures for general ledger and financial controls are
comparable to L.SC's Fundamental Criteria. However, in performing our test work, we
found some inadequate practices in place.

Segregation of Duties

There is lack of segregation of duties over bank reconciliation and bookkeeping duties.
The Director of Finance, responsible for performing bank reconciliations, is also
responsibie for bookkeeping duties, inciuding preparing and posting journal entries
without review and approval.

The Director of Finance explained that prior to retirement, the Director of Administration
would oversee the bank reconciliation process, including review and approval of journal
entries. The Director of Finance added that journal entries will be part of the accounting
function to be outsourced.

The LSC Accounting Guide Section 3-5.2(d) stipulates that bank statements shall be
reconciled monthly o the general ledger by a person who has no access to cash, who is
not a regular check signer, and has no cash bookkeeping duties. The reconciliation shall
be reviewed and approved by a responsible individual. Such review shall be appropriately
documented by signature and date. The LSC Accounting Guide Section 3-5.6 stipulates
that each entry to the general journal should be approved by an authorized individual.

Bank reconciliation is a fundamental control technique and failure to use it may be
interpreted as negligence, especialiy in an environment where full segregation of duties
is not practicable. Without approval of journal entries, irregularities and unsupported or
poorty referenced entries may not be detected.

11



QOutstanding Checks

Seven outstanding checks over six months old, issued to ven: rs and individuals from
bank reconciliations performed in December 2018 and January 2017 were found.

The Director of Finance stated the outstanding checks were not resolved in a timely
manner due to the increase in her responsibilities when the Director of Administration
retired in January 2017, She provided evidence that the outstanding checks were
resolved as of April 2017.

LSShM's Accounting Manual stipulates that any check o standing six months or
longer should be reviewed for possible action. After six months, the check will either be
voided or re-issued. This may require a “stop payment” of the original check.

Not monitoring checks outstanding for more than six months could result in the possibility
of undetected fraudulent signatures or endorsements, alterations of checks, improper use
of voided checks, or improper recording of bank transfers.

Recommendations: The Executive Director should ensure that:

Recommendation 14: staff responsible for bank reconciliations has no bookkeeping
duties.

Recommendation 15: the responsible individual reviews and approves journal entries to
ensure they are complete, accurate and properly supported prior to posting in the general
ledger.

Recommendation 16: management follows up on checks to void or re-issue any checks
outstanding for more than six months as required by the grantee's policy.
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GRANTEE MANAGEMENT COMMENTS

Grantee management agreed with all the findings and recommendations contained in the
report. Grantee management stated the following:

LSSM will work to ensure contracts are rebid and adequate documentation is
maintained;

LSSM will review and improve its policy on managing disbursements;

LSSM will be updating all policies regarding financial management of the
org ization id willincorpora  LSC's OIG recomimendations;

LSSM has hired an outside accounting firm to assist with segregation of duties and
implementing procedures related to allocations;

New processes have been implemented for pay raises and pre-approvals;

LSSM will ensure that policies are followed and enforced;

The cell phone reimbursement policy will be presented to the Board of Directors
for a decision; and

LSSM will work to ensure a complete physical inventory is conducted and records
are complete and accurate.

The Grantee’s comments are included in Appendix Il.

OIG EVALUATION OF GRANTEE MANAGEMENT COMMENTS

The OIG considers the proposed actions to address all the recommendations as
responsive. The actions taken and planned by the grantee managen 1t to hire an outside
accounting firm, revise policies and ensure they are enforced are adequate.

Recommendations 2, 4, 6, 9, and 11 are considered closed. Recommendations 1, 3, 5,
7, 8,10, 12, 13, 14, 15, and 16 will remain open until the grantee's Accounting Manual
and fixed asset records are updated and the policies implemented.
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APPENDIX |
SCOPE AND METHODOLOGY

To accomplish the audit objective, the OIG identified, reviewed, evaluated and tested
internal controls related to the following activities:

s Cash Disbursements,

o Credit/debit cards,

e Contracting,

¢ Cost Allocation,

e« Derivative income,

¢ General Ledger and Financial Controls,

¢ Intemal Management Reporting and Budgeting,
» Property and Equipment,

» Employee Benefits and

« Payroll.

To obtain an understanding of the internal controls over the areas reviewed, grantee
policies and procedures were reviewed including manuals, guidelines, memoranda and
directives, setting forth current grantee practices. Grantee officials were interviewed to
obtain an understanding of the intemal control framework and management and staff
were interviewed as to their knowledge and understanding of the processes in place. To
review and evaluate internal controls, the grantee’s intemal control system and processes
were compared to the guidelines in the Fundamental Criteria of an Accounting and
Financial Reporting System (Fundamental Criteria) contained in the LSC Accounting
Guide. This review was limited in scope and not sufficient for expressing an opinion on
the entire system of grantee internal controls over financial operations.

We assessed the reliability of computer generated data the grantee provided by reviewing
available supporting documentation for the entries selected for review, conducting
interviews and making physical observations to determine data consistency and
reasonableness. We determined the data was sufficiently reliable for the purposes of this
report.

To test for the appropriateness of expenditures and the existence of adequate supporting
documentation, disbursements from a judgmentally selected sampie of vendor files were
reviewed. The sample consisted of 103 disbursements totaling $201,804.25. The sample
represented approximately 9.32 percent of the $2,165,088.80 disbursed for expenses
other than payroll during the period January 1, 2016 to March 31, 2017. To assess the
appropriateness of expenditures, we reviewed invoices and vendor lists, then traced the
expenditures to the general ledger. The appropriateness of those expenditures was
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evaluated based on the grant agreements, applicable laws and regulations and LSC
policy guidance.

In addition to the disbursements, we sampled were 10 credit card transactions totaling
$12,446.19. We assessed the appropriateness of the expenditures and the existence of
approvals and adequate supporting documentation.

To evaluate and test internal controls over the employee benefits, payroli, contracting,
intermal management reporting and budgeting, general ledger and financial controls, as
well as derivative income, we interviewed appropriate progr n personnel, examined
related policies and procedures as applicable and selected specific transactions to review
for adequacy.

To evaluate the adequacy of the cost allocation process, we discussed the cost allocation
process with grantee management and requested, for review, the grantee’s written cost
allocation policies and procedures as required by the LSC Accounting Guide. We
reviewed selected transactions to determing if the amounts allocated were in conformity
with the documented LSSM allocation process and if the transactions were properly
allocated in the accounting system.

Controls over purchasing, recording, inventorying and disposing of property and
equipment were reviewed by examining current grantee practices in comparison with LSC
regulations and policies outlined in the LSC Accounting Guide.

The on-site fieldwork was conducted from May 15, 2017 through May 19, 2017. Our work
was conducted at the grantee’s administrative office in Springfield, MO and at LSC
headquarters in Washington, DC. Documents reviewed pertained to the period
January 1, 2016 through March 31, 2017.

This audit was conducted in accordance with generally accepted government auditing
standards. Those standards require that the audit be planned and performed to obtain
sufficient, appropriate evidence to provide a reascnable basis for the findings and
conclusions based on the audit objectives. The OIG believes the evidence obtained
provides a reasonable basis for the findings and conclusions based on the audit
objectives.
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Appendix Il

ALIDIT FINDINGS
1EGA SERCES OFF SOUTERRN RESSDNIR] {LSSM)
September 20017

Lepal Services of Southern Wispur {LSS) Bosrd of Dirernre and staff are apprecative of Legat
Services Corporation’s {L50) Dffice of Inspector General asessing LSSM's practioe and identifying
weaknesse that coald harm the organizetion, and ultenaredy have an imparct on the diontsitsorves.
L5SM & working 1o mprve s financal management and has afready bepun taking camedctine
action

L55M has been in transition sino It long-term Executive Director resigned in December 2015. Both
the Interim Beeovtive Director, and the new Beative Directnr, were fared with manmy personnel
and financil challerges as they began to manage the arganizatian. Now that the personnel matters
have bean rezoived @ pnsure or-going quality legal services for s diems, 1SSM s Tamed with
overhauling its fisancial manapement systems.

As the new Executive Diredior reviewed the financial polices and promedures, he recommended to
L5 Boand of Disertors & nessd 1o fusther segregate dities 1o Rtrengthen intemal ommoks to
prevent framd and error.  Upon tha ribement of the Director of Administvanion, the Amance
Committee and the LESM Boand of Directors appeoved the ouispundng of the cpantzation’s
aomunting. LESM saat bid proposals o 13 acorerting firms and received three proposeis. During
the time the 15 (NG visited L3SM, LSSM was in the process of istendewing the three arcounting
firns. The acounting rm of Elfion, Robincen B Company, LIP was selectsd by the Boand of
Direcrors and began work in uly 217

Cost Allocation “Revornmendation 17; 155M hasreviewed the recommmendation and conaws. [SSM
it working with its outside aoeumting firm to implemestt the Acoouwnating Guide Alocation,

Contractng “Recommendation 2°:  L55M bes reviewed the reconmmenudation and conowrs.  LSSM
will work to ensure mmracts ame relid on 2 mors frequant bash, end there will be adequate
docurrentationn cudining the comract bid prooess. Finally, LSSM will work to ensure that the renms:
of the omrtracts entered ivto with vendors will be reviewsd with its outside acrcunting @inm
enseE omract payments match payment terms.

Disbursemenits “Hecommendations 3 and £ L55M recopnizes it meeds to review and improve its
policy an mmnaging dichirsements.

Sogragatioa of Dutien LS5M yeviewsd the finandal polides and procedures, and reccgnized a
rieed to further segrepate dulies o strenpthen ntemal mmrols: © praven: frasd and emor.
Upon the retiremist of the Direcor of Adminisration, the Exeamtive Director appreached the
Finante Committer and the Board of Directors repanding the outsowing of the arganizations
aooumting. Both the Fnanoe Coommittee mnd the Board of Direchnrs voted n pumsource LSSMs
Aocounting to ensure there k& oversight and raview. Duriing the time the LSC 0I5 visited L5SM,
it was in the pracess of taking: conrective action. LSSM sent bid proposshs 1o 13 apcounting firms
and received three proposals.  Thi: ancoonting fom of Effioit, Bobinsan & Company, LILP was
selected by the Board of Dirertnrs snd began work in iy 2117,
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Inierpcie Apprensl: 125 requires all nvoicss to0 be spred by the mdvidual making the
recuect el tusg wembers of manapesent. While LSS acmumting mamual aflows imSviduals
o um tha “Requisition Cashyfeqoest Disbursemest” form ar a stamp for oertaln ransactions,
L5SM dit not: alwenys follow the: procedune outined in the policy. LEEM has implemented Board
prior approval for any Executive Direcoor el expences.  The Board of Direrors approved a
new polity in April 2016 for G wavel requiring docomenddion, incheling, apendss, receipts,
regintration forma, efc., i be sttached tn all reininrsement requecs. The Boand of Directors
akn apprved pifizing maal ermbursernents Based on the GEA per diswe For te Gty treveled
in. The Boan] of Directors appointed the: Treasurer i owerses: the Executig Directon”s expennes
and reiminr=emens. The Exactive Director slso seehs prinr approwal frosn the Boand President
wil ba subminted first o the Tressursr Tor viow and approval pricr o being submitred for
payroant. For charification, tfe Direcoyr of Finence's et regarding whether or not it was
rececsary for Beard apmoval of the Bmeantive Diecior’s sxpenses may have been
miszenramicatmd. [SSM feeks This oonnmserd shaould be remosed from the report

Credit Cards “Recommendation 5% As previously mentioned, 1550 Wil be apdating all policks:
regarding  financial wanagerserd of the ofganization snd Wi Incorparste LS50 DG
tecmintrintistions. Whils dere may ot have been adequote doameniation stiached m the VISA
statement, a portion of twe travel was pre-approved when: grant requecs were wiithen ond submittad
to fonders. Many of the graris requine training and provide for sl taiming in the line e budget.
L55M sdheres b0 the prant requirernents by sending <talf to the prant foded trainings. Furthemone,
while dorismentation was not Jtitached o the VISA statemvert, the travel of the new Exative Direcior
was approved by the Board President prior 1o the new Eseartive Direcor aftending sald tralnings. An
email cutining tfe rainings was vert to the Board President prior to the hiring of the new Esecutie
Dirertr. (e the new Expative Direcr was selected, he was informed of the approved trainings.

"Recommendation 5% 158M hax revicwod the mosmmendtion, and will adhere to itz policy.

“Recormmandation 7*: LSSM hax reviewed the recommendation, and will implemaot 3 written pre-
approval procees.

PFayroll “Recomwnendalion §°; The segregation of duties nated in the repart his been resohed with the
hiring of an outside aoounting fme  L55M w4l ensare all pofices ae updaled reflerting the new
anmunting processas wvolving the staiT and ouside anrounting firm

"Recevensmistion 3°: As this recommendation imolves artions by the prior director, LSSM has
implerreniied a new process for pay REex. The new Exeouties Divector submits all requests for pay
raises to the entinu Board, and the request and discession are oyntained within dosed sexsion Boarnd
minutes . No raices are given without Boand approval.

Emioyes Bevefits "Retomnathdation 107 The Eedutive Dirsctor will being the cell phone
reimbursement policy to the Board oF Directors tor 8 declsion, 155M intetids o acromplish this by
Decenaber A1, 2017,

Dethative income "Ricommpndation 11%; L55M hac pevigwed the radommendation and will work
with the autside accounting finn to ensure all LSSM policles regarding allacation ane followed in the
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Fized Assets “Recommendation 127 LS5M has reviewes] the recormmendation amd will work in enave
8 rmplete physical meentory s condocied at sl loortdons.

“Recomwnendation 13 LSS has revieesd the eoormmendation and will work 10 encure the faed
e rexpr ind elechonic iraching lisiing ae corgplets and acourate.

General ledper & Financial Contuls “Recommendations 14 — 15 1585 mplemented thess
recommessiations in iafy 2017, with the hiring of ElSot, Robinrson B Crenparry, LLP.

1LSSW ursdurstands it neads to overiisul or update 37 of its polides along with sanagement enforcieg
policy. LESM, abs realizes a5 polices change, or ane padaterd, they alse need to be changed amd updated
in the written poicy mumsah. In the post, dufies were siined, but moving forward =l of LSSM
manmagement wifl be ool o erare policies ane followed amd enforoed.

LESM is appredative of the LSC (6 unraveling these s o help it manage and opevale mare
efficiontly.
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